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CAPA BIRIIEfRFIsEREIZ 41

CorrectResponses IncorrectResponses

ClassificationType
Scored  NonScored Scored NonScored
£5RRY 132 130 1 1 0
Critical 33 33 0 0 0
Material 32 32 0 0 0
Must 66 65 0 1 0
None 1 0 1 0 0
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Hardware decorations (i.e. key ring, commemorative
coin, breastpin)
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7218
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For workers worked in 1 shift:08:00-12:00, 13:30-
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For security guards, they worked in 2 shifts:08:00-
20:00; 20:00-08:00.
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No

Long Shan Industrial Estate, Qian Pu Village, Yong Ning
Town, Shi Shi City, Fujian Province, China

Terry Xin

303169-310941

Wang Rongliang

wrl@feihongwujin.com
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[BIREFERS: Verification of the Business License information is required. If the license does not
match, please attach current scanned copy or picture of the facility's Business License. Any
differences must be documented. A copy of the business license needs to be attached. When
reviewing the address information and comparing to the address in the Audit Template, it is
acceptable if the Audit Template address is more specific, but the main address must be similar
to the address on the Business License. (i.e. if there are specific buildings referenced in the

Audit Template, but the main address is the same, this would be considered a match)

®

0§ HO

12-Business lice... jpg

TR

EEWET SR FMEXNEBEEA (POC)?
[BREHERES: A primary point of contact (POC) regarding security matters must be identified. The

security point of contact can be the same or different than the primary point of contact for
business issues. Provide in the comments the first and last name of the POC, their business
phone or mobile phone humber, and email contact information. (POC must be knowledgeable
about CTPAT program requirements)

(CTPAT MSC 1.4)

(® = - 12t POC pIttE . HBiESRIF0EE FhpAHbIE

[ |
i¥%#: Mr. Wang Rongliang/Administration Manager
Phone No.:+86-595-88602628

E-mail:wrl@feihongwujin.com

@ Connect 100?787
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%8B EEAXEITRS, BHiHIREEE T ZAIAY SCAN it CAPA (5572

(RIEMEIFRIFI TS E 25 BEC CAPA B SCAN BFitAY, SR RNERA".
[BREHEE: Prior to conducting the SCAN Audit, review previous SCAN Audit CAPA and make note

of changes implemented. Regarding previous audits and CAPAs, there is a link to a previous
SCAN Audit CAPA if it is available in the Pending Activities within the system. The main POC for
any of the Service Providers who have access to the system, will have access to see if there is
an available SCAN Audit CAPA. It is possible that other audits were conducted. Only SCAN Audit
CAPAs should be reviewed for verification. Other audits/CAPAs (not SCAN related) conducted for
this facility should not be considered as part of this SCAN Audit.

®

0 HO

N/A
TR

4 TEMETHITERE, EERIATEZEIN SCAN Bt CAPA {SEEREHLIBATIZMAY SCAN Bt
CAPA 157N SR EMRIR/ BIR?
[BREERES: During the SCAN Audit, review prior SCAN Audit CAPA information to determine if the

details provided were implemented at the facility as stated.

Answer "Yes" if SCAN Audit CAPA information/updates have been implemented.

Answer "No" if SCAN Audit CAPA information/updates have not been implemented. *Intention is
to call out any remediation efforts that were to have been implemented prior to this current
audit*

New criteria should not impact previous SCAN Audit CAPAs assighed when reviewing to see if
compliant. Any new non-conformances should be addressed during the current audit being

conducted.

i

il

® & - BRI HIRIAERZ SRR/ ERITRR
i¥FE: The factory did not appropriately address/mitigate all noncompliance found in previous audit. For example,

CCTV camera was installed at the loading area, but could not capture the inside of trailer/container.

5 SR (2 12 NBM) ESEEREITHERAZER T AT SCAN T/ RISRIR )| L)
Hh?
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[BIREFERT: Ask leadership if they participated in this training within the last 12 months. If yes,
obtain and upload a copy of the provided certificate and list how many employees participated

along with their job positions/work areas.

® £ - Bk B IEBrERE

/

[}

21-SCAN trainin...jpg

¥FEE: Mr. Wang Rongliang/Administration Manager had participated in the free SCAN factory and supplier training

on May 26, 2026. Related certificate had been provided for review.

6 g mdE 24 NBAR, BREEMAS TEN LT BASSERATS S ek R = ERWEIT?
[BREIERES: Auditor may only view (not retain) a copy of the facility’s audit report and notate the

following information: Audit date and Audit score / rating.
*Do not upload any images or attachments

(CTPAT MSC 3.9)

® £ - SREEITRPIETD 8K
& - HiREFEEEE241 B
MRHIT/IRBEFHIER

i¥%E: Recent Social audit was conducted on 03-Nov-2025, with Rating C.

a

/

7 T REBICRERNHSEIITR?
[BIREFERS: A social compliance program is a set of policies and practices through which a
company seeks to ensure maximum adherence to the elements of its code of conduct that cover
social and labor issues. Social compliance refers to how a business addresses its responsibilities
in protecting the environment, as well as the health, safety, and rights of its employees, the
communities in which they operate, and the lives and communities of workers along their supply
chains.

(CTPAT MSC 3.9)

®

i

Iy

iEFE: The facility had established the documented social compliance program.

& onneat 10027107
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[BREHERES: Facility must have a risk assessment that identifies and addresses any vulnerabilities
in their supply chain/processes. It must include facility’s own security practices, any business
partner(s)/supplier(s) vetting and security practices, and all the vulnerabilities that may create
issues/challenges that could prevent completion of business contracts. Examples of risks include
labor shortages, weather concerns such as frequent typhoons, unreliable utilities, and criminal
or terrorist activity, etc. Auditor to review the risk assessment and/or a business continuity plan.

(CTPAT MSC 2.1)

(® = - CEHEEENXEIT GG
B - TTiERMERA/ R T XSS
TR

EEE I RIIHES A S S EK AR ER?
[BIREFERg: Facility must share risk assessment with business partners and contractors. Sharing

risk assessments allows business partners to know and improve upon vulnerabilities, and

enhances business continuity. Auditor to request a list of primary vendors and suppliers that

should be provided a copy of the facility risk assessment and whom should be consulted on

developing a risk assessment/business continuity plan.

® 2

B - THMAERATFH=
AR TXBG TS

iR

xRt T XEiHEREEEAER. EHMHRT. RSEEBSSEEARERRE?
[BREERES: Risk Assessments should capture any risks associated with business partners,

contractors, and any lessons learned from incidents, business disruptions, etc. Auditor to review
the risk assessment to determine if critical business partner’s vulnerabilities are included. This is
a best practice and is encouraged.
(CTPAT MSC 2.2)
® 2
B - KESEERFE

/
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[BIREFERS: The risk assessment must be documented and updated every year, at a minimum, or
more frequently as risks dictate. Auditor to review the date of creation or last review/update
that should appear on the risk assessment/business continuity document. Auditor should
question factory management on what would trigger an update.

(CTPAT MSC 2.3)

® LbxE#HEdE 12 MER
LREFHE 12 MBE 18 NEZIAE
LREFHE 18 NBE 24 NBZIA
KRICREEHHLREFCEE 24 TBZE
REATXBEZ S
R

s T ERCLiERcasEERE? (SERaEIERm)

RESYEEFAIERIZ T SEaEENET, 1EE NER,

[BRE}ERES: Facilities should include cargo maps in their risk assessment to document the
movement of all cargo associated with the facility. Besides identifying risks, the cargo map
should serve to find areas where a supply chain is at risk. Cargo mapping should include how
cargo moves in and out of the facility and note when/if cargo is "at rest". Auditor to review
document that highlights the cargo map and includes points of transfer, transit times and
potential points where freight may be at rest, thus at risk. This is a best practice and is
encouraged. NA is only to be used if the facility does not manage any of the cargo movement
activities. Please explain in the comments.

(CTPAT MSC 2.2)

IERERNRIEET A
R ENnAtRIRZERREE TR (IIT) HE7RizHEbdE
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=
EsLheRISE R E A BRI
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IEREENRIZEBRREATH
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A% HIET B, (EFEFTEIERR)

[BIREFERg: Otherwise known as a business continuity plan. A crisis can be a disruption of the
movement of trade data due to a cyber attack, a fire or a carrier driver being hijacked. Based on
your risk, a crisis plan should include any additional security measures that are taken when a
crisis happens. This should include how you communicate a crisis to business partners and
importers. This is a best practice and is encouraged. Auditor to review the facility's crisis plan
and ensure it includes: types of crises and how the facility would respond, communication to
business partners of crisis related issues, and potential alternative locations if facility is rendered
unusable.

(CTPAT MSC 2.4)

BRI

etk SFEUER B S SR KRS BHEXAE

it E T TiXERRIEER
IRBSHCRIEALTT

iR

%p s FRRENEAEREITR, T 2ESBAEERERJIFRMNEEREEHFRA?
[BIREFERS: Examples of departments that should be included: representatives from Human

Resources, Information Technology, Import/Export offices, Shipping, receiving, warehouse,
security operations and senior leadership.

(CTPAT MSC 1.2)

®

il

Iy

iEFE: The facility had incorporated the representatives from all of the relevant departments, such as HR, IT, Import

and Export, Warehousing, Safety and Operations departments etc.

Rl SRR

15
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[EEEHEES: (CTPAT MSC 3.5)

®

0 HO

R

T EEHEEARSEEKE EBIRNERENEENRUESTFHISIEKF) Rtk
FRERIRIA?

[BIREFERg: Copies of security criteria must be reviewed and provided to business partners and
must clearly state what actions are acceptable and unacceptable regarding the production and
transportation of goods. Proof of review (date, time, nhame(s), business partner type, topics
reviewed) should be maintained by the facility. Auditor to question the facility staff to
understand how these requirements are communicated and shared with business partners
involved in the international supply chain. In addition, in the situation that the country has its
own language along with English as the business language, and all documentations are in
English, the auditor should also verify during the audit if the facility staff can understand English

or not, then provide a proper selection for this question.

® £ - UAHIESHIZHRENL etntE
2 - TeVECHEEFURMHEEIR
2 - TeVECHE, BEREHESWSEIFEEF
B - TEtERETEHNE TS
iR

T REERTHERWSESFEAE (SEEMENRE. SIERIYiRIRSREE) CRE
EWNRER?  (EFEFTEIERIN)
[IEEER: Facilities must have a documented, risk-based process on how new business partners

are selected and current business partners are screened annually. The process must include
detailed screening criteria, including: preventing money laundering and terrorism funding,
financial stability, security training, verifying company’s business address and length of time at
address. The policy must be shown to the auditor. Auditor to determine if the screening and
selection process includes verifying the business profile, financial status, ability to accomplish
the requirement of the proposed business, and standards for employee hiring and security

training. Examples of business partners that need to be screened are direct business partners

& onneat 10072147
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such as manufacturers, suppliers, service providers, and logistics providers. How in-depth to
make the screening depends on the level of risk in the supply chain.

(CTPAT MSC 3.1, 3.4)

B HEBTEIERAE

TR ST R

TiEimiE B RS ER AN R B 3 M ASIESR
TR EEE M SIRE RN E

A IR ESCTPAT/AEOI NIRRT

TR TR AL
iR

BREERT NSNS SIS EEE I TEE RS RS IR?

[BREHERES: Contracted partners must conduct their own security risk assessment annually and
provide their results to the facility. Facility should be able to provide proof of annual assessment
received from business partners. Auditor to review a business partner contract and determine if
an annual risk assessment is required and completed.

(CTPAT MSC 2.3, 3.5, 3.7)

® Yes-GLF
2-B2#F

2 - (RESREERES

/

[

TR

T EBERUSEFIEHEE—AESBNANEE, RHES—HRACEDEX-HRR
Bk fELtEl (CTPAT) RRZEEXAFERE? FHNBEERSEEEFEN? (CFEAMEERAN)
[BIREFER: Facilities that outsource services must assess their business partners’ security

practices annually, using either a security questionnaire or a signed compliance statement
aligned with the facility’s risk assessment. As part of this evaluation, the auditor should request
to see a signed agreement between the facility and its business partners confirming their
commitment to meet or exceed the facility’s security requirements. Alternatively, a spreadsheet
documenting business partner acknowledgments is also acceptable evidence. Regularly
reviewing these security assessments is essential to confirm that each business partner

maintains an effective security program. Without periodic updates, the facility may remain

& corneat 10077157



unaware of any deterioration in a partner’s security practices—potentially exposing the supply
chain to increased risk.
(CTPAT MSC 3.5, 3.7)
ERIRHESITNSHABN/SREe @A S
BEEH—X
B - T A/FTERK
pE 3 H

20 HREEISCRG, BERENESFRIFANTE, T REERUSEIEKHIEHIE
ERER, FHEMSCHETAAGERR?

NREREEENSAEAAEREERS, NERE RNEA".

[BIREFERS: If the facility uses a security questionnaire to evaluate business partners and
identifies areas of nhon-compliance, it must require the submission of corrective action plans
(CAPs) from those partners. These CAPs must include evidence of implementation along with
completion dates.

- The facility must also maintain a documented process outlining how these questionnaires are:
- Reviewed for completeness and accuracy

- Validated against the facility’s minimum security requirements

- Recorded and stored for reference and audit purposes

Auditors should engage with management to understand how CAPs are monitored and verified
to ensure that all required security standards are met and maintained.

(CTPAT MSC 3.6)

®

0§ HO

N/A
TR

RETIEREARS

21 g Z I RREMHAERBIT ETNSRSE?
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IERAERD IT BERWRE/DREARANEFNSEFARZETITED PHE N ANBLZE2INE.,

[BIRE}SERES: Facilities are required to maintain comprehensive, documented cybersecurity policies
and procedures that protect their IT systems. These policies must, at a minimum, address all
individual cybersecurity criteria outlined in this audit section. It is strongly recommended that
facilities align their cybersecurity practices with recognized industry frameworks—such as those
provided by the National Institute of Standards and Technology (NIST). NIST’s guidance
supports organizations in managing and reducing cybersecurity risks and can complement an
existing risk management program. For facilities without an existing cybersecurity framework,
the NIST Framework serves as a reliable foundation for developing one.

(CTPAT MSC 4.1)

® FEXFHHCICRESR

1 MXiafRS

2-3 PMXIFERK

3 MU EX RS

BT RS I RERN BRI
R

T EEHCHERNMEZLBEEPERRARS, BIZBCRESFEZHEMEN?
[AIREFERS: Facilities must have a comprehensive, documented cybersecurity policy that lists

steps to protect IT systems, and identify and resolve threats. Policy must be reviewed and
updated annually at a minimum. Cybersecurity policies and procedures must be reviewed
annually, or more frequently, as risk or circumstances dictate. Following the review, policies and
procedures must be updated if necessary.

(CTPAT MSC 4.2, 4.6)

® BEECICRER, FEIE 12 PBREH
KEETICRAER, FEIE 12-18 PERESR
BEECIBRAR, (B XEHESEY 18 N8
ICRERIBEATT A
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W T RERLEAEMIEERARIRE). /4. 10, mMAuFIRSEEKNLZE? (EEMRE
EFFIN)
[BIREFEREg: Protection must include use and management of firewall and malware software. To
defend Information Technology (IT) systems against common cybersecurity threats, the facility
must install sufficient software/hardware protection from malware (viruses, spyware, worms,
Trojans, etc.) and internal/external intrusion (firewalls) in facility's computer systems. This must
be addressed in the question above that references the documented policy and procedure
documentation collection.

(CTPAT MSC 4.2)

EEBEHIKIE
BB EE
REBZ B KIS
iR

B KSRGS R R E RN ?
[AIREFERS: In order to maintain your firewall and malware, it is important to update your

software when enhancements are made by the providers. Factories must ensure that their
security software is current and receives regular security updates. This must be addressed in the
question above that references the documented policy and procedure documentation collection.
Note: it is not necessary to share exact dates of updates.

(CTPAT MSC 4.2)

@ Software Updates are automatically deployed from the software providers
MHEZBIT IT RS ARFNLEEFH
RPATEH
REPE B KB B ERRARAG
iR

T REHIET e TR E RIS RER?
[AIREFERS: This must be addressed in the question above that references the documented policy

and procedure documentation collection. Definition of social engineering is the use of deception

to manipulate individuals into divulging confidential or personal information that may be used

@ Connect 100??18?
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for fraudulent purposes.

(CTPAT MSC 4.2)

®

0 HO

TR

AR RESIE BT RS SEERA/BiRERR, I BSHIETEE TR
SA0/BEURIRE (EEE#R) B9RER?
[BREHEES: This must be addressed in the question above that references the documented policy

and procedure documentation collection.

(CTPAT MSC 4.2)

®

0§ HO

TR

EEELESEMTORUNESR, LURBISIER PSSR EREASFT R IP ihit?
[BIREFERS: IT infrastructure must be tested regularly to identify vulnerabilities to a facility’s
internal network. A documented IT process should include which personnel should be
conducting these tests as well as frequency. This must be addressed in the question above that
references the documented policy and procedure documentation collection.

(CTPAT MSC 4.3)

® IT ARSEEDHET—RIE
TR
EER:

EIKPA S, BERAAEGRSRREN KOS, SR THEEE? ERism
{BIERIRIX L A]RR,

[BREERES: The IT procedure should communicate what to do when problems are identified. A
secure computer network is of paramount importance to a business, and ensuring that it is
protected requires testing on a regular basis. This can be done by scheduling vulnerability
scans. Just like a security guard checks for open doors and windows at a business, a
vulnerability scan (VS) identifies openings on your computers (open ports and IP addresses),

their operating systems, and software through which a hacker could gain access to the

& corneat 10072197
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company’s IT system. The frequency of the testing will depend on various factors including the
company’s business model and level of risk. This must be addressed in the question above that
references the documented policy and procedure documentation collection.

(CTPAT MSC 4.3)

®

0§ #OD

AP TIRIRRUEE
i¥%#: The factory performs vulnerability tests with records maintained. Factory will take some actions such as
disconnecting the network, isolation, back up data, windows setting, windows reset, scanning and/or update

firewall, once problems were identified during testing.

Et T AEREMELEBMFIREIENMNE R FIRE=R? (SEAEERN)
[AIREFERS: Employees must know how to identify and report cybersecurity incidents, including:

What to report, Who to report an incident to, How to report, and How to resolve an incident, if
applicable. External business partners includes customers, suppliers, logistics, etc. This is a best
practice and is encouraged that this should be addressed in the question above that references
the documented policy and procedure documentation collection. Factories are encouraged to
share information on cybersecurity threats with the government and business partners within
their supply chain.

(CTPAT MSC 4.4)

SRERE
AERIV S SRk

HMERIVSSEVELK
government agencies
RER S RIEFIFE T
iR

000

EEE BRGNS LR AR E AR SR/ 5 FE T 42
[BIREFERS: An organization typically uses an Intrusion Detection System (IDS) and an Intrusion

Prevention System (IPS) to identify unauthorized access to IT systems and data. This must be
addressed in the question above that references the documented policy and procedure
documentation collection.

(CTPAT MSC 4.5)

& onneat 10022207
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®

0§ HO

R

EEXHHABR IT RABEEIRERFHIEIA RRE T L5 ?
[BIREFERI: This must be addressed in the question above that references the documented policy

and procedure documentation collection.

(CTPAT MSC 4.5)

®

i

1y

i¥%%: The facility takes the disciplinary actions against the personnel who violated the IT system policies and

procedures.

EEEEREHREREMSSIIRERAGE,, LSRRG GAIBELI T 4R TIEE KA
W ERHIN FRFERR?

[AIREFERS: Management must review employee access on a regular basis to ensure access to
sensitive systems is based on job requirements. Computer and network access must be
removed upon employee separation. This process must be documented with a defined
frequency for management reviews. This must be addressed in the question above that
references the documented policy and procedure documentation collection.

(CTPAT MSC 4.7)

a @ @
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BRI RGP R R S R R TAIRILS IR ?

[BREHEES: Documented procedures must be in place that include when and how to remove
network access for employees who are terminated or on leave for an extended period of time.
Procedures should include when to grant access back to employees who come back from
extended leave and/or suspension. Procedures should state how and who to notify to grant

access. This must be addressed in the question above that references the documented policy

& corneat 10072217
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and procedure documentation collection.
(CTPAT MSC 4.7)

® £, CREENEEEKIBMELUREIRR TiHa RAHE
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R
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[BREHEES: To guard IT systems against infiltration, user access must be safeguarded by going
through an authentication process. Complex login passwords or passphrases, biometric
technologies, and electronic ID cards are three different types of authentication processes.
Processes that use more than one measure are preferred. These are referred to as two-factor
authentication (2FA) or multi-factor authentication (MFA). MFA is the most secure because it
requires a user to present two or more pieces of evidence (credentials) to authenticate the
person’s identity during the log-on process. This must be addressed in the question above that
references the documented policy and procedure documentation collection.

(CTPAT MSC 4.8)

® =REf/EOS
EYPRBIFEAR
BB FEDIE
ZREREZMHIIE (MFA)

FRBTIE
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WNREARRATEHOS, MIEE AER",

[AIREFERS: Access to IT systems must be protected from infiltration via the use of strong
passwords, passphrases, or other forms of authentication, and user access to IT systems must
be safeguarded. Passwords and/or passphrases must be changed as soon as possible if there is
evidence of compromise or reasonable suspicion of a compromise exists. This must be

addressed in the question above that references the documented policy and procedure
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documentation collection.
(CTPAT MSC 4.8)
IR IS 2V
TEHASE 1D
T KIS NER S ERESET
N/A
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[AIREFERS: Individuals with access to Information Technology (IT) systems must use individually
assigned accounts. This must be addressed in the question above that references the

documented policy and procedure documentation collection.

(CTPAT MSC 4.8)

O,

0 HO

R

MNERATHI/SEASRISEIAT LTSS EEA (1) R, EEEMEMERM (VPN)
B S= R ?

[BIREFERg: Facilities that allow their users to remotely connect to a network must employ secure
technologies, such as virtual private networks (VPNs), to allow employees to access the
company’s intranet securely when located outside of the office. Facilities must also have
procedures designed to prevent remote access from unauthorized users. VPNs are not the only
choice to protect remote access to a network. Multifactor authentication (MFA) is another
method. An example of a multi-factor authentication would be a token with a dynamic security
code that the employee must type in to access the network. This must be addressed in the
question above that references the documented policy and procedure documentation collection.

(CTPAT MSC 4.9)

FOVRTASIE), FHER VPN SRRt
SOURTARIAE, {25875 VPN Sl T sisia
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R
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[BREERES: All personal devices must adhere to the facility’s cybersecurity policies and
procedures to include regular security updates and a method to securely access the company’s
network. This must be documented in the facility's procedure. If Facilities allow employees to
use personal devices to conduct company work, all such devices must adhere to the company’s
cybersecurity policies and procedures to include regular security updates and a method to
securely access the company’s network. Personal devices include storage media like CDs, DVDs,
and USB flash drives. Care must be taken if employees are allowed to connect their personal
media to individual systems since these data storage devices may be infected with malware that
could propagate using the company’s network. This must be addressed in the question above
that references the documented policy and procedure documentation collection.
(CTPAT MSC 4.10)
® %’2 TEBFRGERTNIARE, I AREDNAIRBERGER VPN SRS R FiEsEEl

T ARFEREHI N NIREIEANLE

FMER2BERIYERTIMARE, (BAFEFER VPN SR

LZEBERNERTIMAIRE, TAREBUENTL WK
pE 3 2 H

%p s IT ZIREBI IR EX T EEAFFO5R05MERR b3, TRR BRI
[AIREFERES: This is a best practice and is encouraged that the IT policy includes measures to

prevent the use of counterfeit technology products and how to limit access to non-internal sites.
The facility may want to have a policy that requires product key labels and certificates of
authenticity to be kept when new media is purchased. CDs, DVDs, and USB media include
holographic security features to help ensure you receive authentic products and to protect
against counterfeiting. This is a best practice and is encouraged that this should be addressed in
the question above that references the documented policy and procedure documentation
collection.

(CTPAT MSC 4.11)
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[BREHERES: Data backups should take place as data loss may affect individuals within an
organization differently. Daily backups are also recommended in case production or shared
servers are compromised/lose data. Individual systems may require less frequent backups,
depending on what type of information is involved. This is a best practice and is encouraged
that this should be addressed in the question above that references the documented policy and
procedure documentation collection.

(CTPAT MSC 4.12)

SHEMEE
BREMHEE
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[BIRE}ERS: Media used to store backups should preferably be stored at a facility offsite. Devices

used for backing up data should not be on the same network as the one used for production
work. Backing up data to a cloud is acceptable as an “offsite” facility. IT policy should include
where data backup is located. This is a best practice and auditor should ask facility to provide
proof of data backup storage location and encryption to confirm implementation. The data
backup can be stored in a physical site outside of the facility, or in a cloud storage platform
whose server is outside of the facility. This is a best practice and is encouraged that this should
be addressed in the question above that references the documented policy and procedure
documentation collection.

(CTPAT MSC 4.12)
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[BIREFERS: IT policy must include addressing all IT equipment being returned back to the IT
department for proper disposal and documentation as required. This must be addressed in the
question above that references the documented policy and procedure documentation collection.

(CTPAT MSC 4.13)
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TR
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[BREIgRES: All media, hardware, or other IT equipment that contains sensitive information
regarding the import/export process must be accounted for through regular inventories. When
disposed, they must be properly sanitized and/or destroyed in accordance with the National
Institute of Standards and Technology (NIST) Guidelines for Media Sanitization or other
appropriate industry guidelines. This must be addressed in the question above that references
the documented policy and procedure documentation collection.

(CTPAT MSC 4.13)
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[BREHERES: Instruments of International Traffic (IIT) — IIT includes containers, trailers, flatbeds,
unit load devices (ULDs), lift vans, cargo vans, shipping tanks, bins, skids, pallets, caul boards,
cores for textile fabrics, or other specialized containers arriving (loaded or empty), in use or to
be used in the shipment of merchandise in international trade. If the unit of transport is
destined to a domestic CFS (Container Freight Station) location from this location's facility, the

answer to this question should be "Yes" as it then would be considered an IIT.

®
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[IEEFERI: While in the facility’s control, Instruments of International Traffic (IIT) must be stored

in a designated, secured area regardless if the area is on- or off-site. The area must only be for
empty and/or full IIT; no other vehicle parking or other storage allowed. All loaded IIT stored
for any period of time must be closed and secured with a seal that meets requirements outlined
in the seal security section. Multiple ways to secure the area are acceptable, such as perimeter
fencing, gates, CCTV, perimeter alarms, lighting, security guards patrolling 24 hours x 7 days,
etc. Other methods can be accepted if it is confirmed workable, factory should explain in details
how IIT are secured. (Perimeter alarms are exterior perimeters of property, while anti intrusion
alarms are for interior buildings) A documented procedure must indicate how the facility will
follow requirements. Auditor should question personnel regarding how IIT are monitored during
storage.

(CTPAT MSC 5.1, 7.1, 9.5)

T KBRS EEHAAER, EFE RS
IIT 7R SRR /aats (15i88) :
fETE. SEEAO 1T IR T IUSTE 152-Loading area.jpg
E T EHIHAIENRRS [T R MCRIERERT A

T AT ARELSER (H5A)

iE%§: The facility had established the documented securing IIT procedure. The IIT storage area is free from

personal vehicle parking and storage areas, also secured and monitored by the CCTV system and security guards.

In addition, all the loaded IIT were secured with a seal.

RSB ISR G IS IEFERHTRO 11T 1B s> BI5SRAY 11T teE?
Ilil;eﬂiaﬁ Prior to arrival at the audit site, advise the factory to be prepared to have the auditor

observe an Instruments of International Traffic (IIT) loading live or plan to provide CCTV

recording of a previously loaded IIT.

®

i

1y

*

i¥%#: The facility provided all previously completed IIT inspection via CCTV recordings.

feR EEHETICRERNIER, BT IT R EES <N, BEEMEREEX?
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[BIRE}ERg: Review the policy that covers how Instruments of International Traffic (IIT) integrity
is determined. Please attach a picture or a scanned copy of page one. Procedure must include a
process to refuse to load damaged or dirty IIT. The type of inspection depends on the type of
cargo movement (cross-border on land, or ocean/air modes). It must include at a minimum:
refusal of damaged/dirty IIT; inspection checklist that records size of IIT, IIT humber, hame of
person conducting inspection, time and date of inspection, and condition of the floor, roof,
inside/outside walls, undercarriage; inspection for pest contamination (e.g. eggs, nests, dirt,
seeds); tools utilized for inspections; who is responsible for inspections; and training responsible
employees on inspections.

(CTPAT MSC 5.2)

® 2 -isk s 1 mHEE: -
KEEICRERIIIER - -
ICRERREFNE S5 PFREIEt D EK 159-Security int... jpg
TR
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[BIREFERS: Security and agricultural inspections are conducted on Instruments of International

Traffic (IIT) and conveyances to ensure their structures have not been modified to conceal
contraband or have been contaminated with visible agricultural pests. An inspection checklist
that records the size of IIT, IIT number, name of person conducting inspection, time and date of
inspection, condition of the following: floor, roof, inside/outside walls, undercarriage, Inspection
for pest contamination (e.g. eggs, nests, dirt, seeds) must be used. Pest contamination includes
visible forms of animals, insects or other invertebrates, or any organic material of animal origin;
viable or non-viable plants or plant products ; or other organic material, including fungi; or soil,
or water; where such products are not the manifested cargo. The checklist can be either paper
or electronic; however, proof of checklist usage and completion must be provided upon request.

(CTPAT MSC 5.3, 5.5)
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[BIREFERS: Conveyances and Instruments of International Traffic (IIT)(as appropriate) must be

equipped with external hardware that can reasonably withstand attempts to remove it. The
door, handles, rods, hasps, rivets, brackets, and all other parts of a IIT's locking mechanism
must be fully inspected to detect tampering and any hardware inconsistencies prior to the
attachment of any sealing device. Consider using IIT with tamper resistant hinges. Members
may also place protective plates or pins on at least two of the hinges of the doors and/or place
adhesive seal/tape over at least one hinge on each side.

(CTPAT MSC 5.4)
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[AIREFERES: This is a best practice and is encouraged that CCTV or photos be available of the

Instruments of International Traffic (IIT) loading process. Images must include the before,
during and after cargo loading stages and must capture the entire secured area and the inside
of IIT from tail to nose.

(CTPAT MSC 9.16, 5.6)
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[BIREFERg: Specific equipment is required to conduct Instruments of International Traffic (IIT)
inspections, including: A measurement tool, such as a laser distance measurer, pre-measured
string, or tape measure; A mirror specifically designed for inspecting vehicle undercarriages.
Both convex and concave mirrors are acceptable, provided they are appropriately sized for
inspecting the IIT. Other types of mirrors, such as makeup mirrors, are not acceptable; A mallet
or hammer for testing walls; A tool for cleaning or sweeping the inside of the IIT, such as a
broom, blower air hose, shop vacuum, etc.; All tools must be available for review upon request.
The auditor should document the details of the tools used in the notes section.

NOTE: If tools are available, but no IIT inspections are being conducted, only select the answer

option "No IIT Inspections are Conducted" and provide comments on any tools that may be

available.

METE
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[BREIERES: All security inspections of Instruments of International Traffic (IIT) should be

performed in an area of controlled access and, if available, monitored via a CCTV system. This is
a best practice and is encouraged that photos must be taken of the IIT inspection processes.
CCTV recordings must capture entire secured area, and inside of IIT from tail to nose.

(CTPAT MSC 5.6)

1T 4B RS BT I
BN EAER 1T AEEMERREIRIREIER
inspections are conducted in a secured area
MEBREAREAEBNRE, BARELEXIEHT
RPHT 1T 158

i¥%§: This was previous finding which the action was not implemented.

Per onsite observation, the CCTV camera was installed at the loading area, but could not capture the inside of
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trailer/container.

CAPA E4fC 2026/06/23 ZHIH 2026/08/22

CAPA: FIEFCR—IERF, EXRFEEMRER LA (IIT) EYBd AREAFLUCRAEE, LIRRIQER
SERMNSRIERS .

- NRBELNE, BENXAERIRBEAIR LR AMAIFe s IEFE TR ek SCiEitiE. 1B _Er a3 A BRRYTRFZAIER
A

- WSS ESDE, BN AEF RSN IERETELT R LR SeRAIsEiEiZiaiZnIRt BER (RRBEHE) .

CAPA }8E3: The documented procedure must, at a minimum, include the following requirements:

- All Instruments of International Traffic (IIT) inspections must be conducted in an access-controlled environment
that is actively monitored via CCTV

- CCTV footage must capture the entire secured area, including a full, unobstructed view of the IIT from tail to
nose during the inspection

- Inspections must be supervised by trained personnel and continuously monitored through CCTV

- Video footage or images must be time-stamped, stored securely, and retained for future audit or verification

purposes

The comments section must detail actions that have been completed or are planned to be taken. If a document is
attached, please specify the page number where the relevant process begins.

CAUTION: Selecting option "Will not implement/ will not comply with corrective action request" is indicating that
you acknowledge that your final score for this question will lose points and may be negatively viewed by SCAN

Members.
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SRERITEEIEBRY”. IXF2FFIS1E20265-6 5 30 H ST EHT.
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[AIREFERS: The facility must have records showing employees are trained/re-trained as needed

on Instruments of International Traffic (IIT) inspections. Training materials and documentation
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must be kept and available upon request.
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[BREHEES: This is a best practice and is encouraged that the facility should have a documented

procedure that indicates how frequent management conducts follow-up inspections to ensure
Instruments of International Traffic (IIT) inspection processes are accurately followed. Based on
risk, management personnel should conduct random searches of conveyances after the
transportation staff have conducted conveyance/Instruments of International Traffic inspections.
The searches of the conveyance should be done periodically, with a higher frequency based on
risk. The searches should be conducted at random without warning, so they will not become
predictable. The inspections should be conducted at various locations where the conveyance is
susceptible: the carrier yard, after the truck has been loaded, and en route to the United States
border.

(CTPAT MSC 5.8)
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[BREHERES: Best practice dictates that all Instruments of International Traffic (IIT) inspections as
well as the loading of IIT be supervised and that supervisors should also sign the inspection
checklist. Evidence should be provided to the SCAN auditor to show how factory management
plays a role in the inspection of IIT, supervision of loading of IIT including frequency and if
inspections are announced or unannounced. For the loading of IIT, it is acceptable if a security
officer or other designated personnel is supervising the process.

(CTPAT MSC 7.4)
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[BIREFERS: Question who is responsible for contracting transportation services at origin. This

includes the movement to a consolidation location or between multiple production or storage

facilities prior to export.

®

0 HOD

TR

T REBICRERNREFREXMANMSZEEIABRIM (1T H7a A7) ?
[BIREFERS: This is a best practice and is encouraged that the facility should work with their
transportation providers to track conveyances from origin to final destination point.
Requirements should include confirmation of items shipped arriving at Instruments of
International Traffic (IIT) yard/freight forwarder's warehouse/location; requiring confirmation via
phone of cargo arrival at destination from driver or carrier dispatch; tracking shipment via GPS

(CTPAT MSC 5.14)

®

0§ #OD

TR

xRt T ERE LR B AL IR R AR I B T o U LA S A SR R ?
[BIREFERS: This is a best practice and is encouraged that the factory should have documented

procedures that list what tracking technologies are required to be used by transportation
providers. Examples include GPS controlled by either the carrier or shipper, required cell phone
checks by carrier dispatch, etc. (Carrier is the transportation service provider; Shipper is the
factory and/ or the vendor). If facility uses a different type of tracking not listed in answers,
please describe in notes.

(CTPAT MSC 5.15)

® FEiEAEHIRY GPS
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[BRE}§RES: Evidence should be provided to the auditor to show how transit routes from the
facility to the next destination are randomly changed, if applicable. The route scheduling is to be
made by authorized team members from the organization or the transit operation team (not at
the discretion of the driver). Routes need to be pre planned and coordinated accordingly in

advance of the transportation day. This is a best practice and is encouraged.
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[BIREFERS: Cargo at rest is cargo at risk. Scheduled stops would not be covered by this policy,
but would have to be considered in an overall tracking and monitoring procedure. This is a best
practice and is encouraged. Best practice dictates a “no-stop” policy should be implemented
with regard to unscheduled stops. Review facility's requirements timeline. It must include types
of stops permitted; examples include but not limited to: inspections by government agencies,
fueling, etc.; reporting of unscheduled or other unpermitted stops must be reported to facility.

(CTPAT MSC 5.16)
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[BIREFERg: Drivers delivering or receiving cargo must be positively identified before cargo is

received or released. Drivers must present government-issued photo identification to the facility

employee granting access to verify their identity. If presenting a government-issued photo

identification is not feasible, the facility employee may accept a recognizable form of photo

identification issued by the carrier company that employs the driver picking up the load. This

process must be documented in the factory's SOP.

(CTPAT MSC 10.3, 10.4)
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[BIRRFEES: Where operationally feasible, the facility should allow deliveries and pickups by
appointment only. This criterion will help shippers and carriers to avoid fictitious pickups.

Fictitious pick-ups are criminal schemes that result in the theft of cargo by deception that

includes truck drivers using fake IDs and/or fictitious businesses set up for the purpose of cargo

theft. When a carrier has regular drivers that pick up goods from a certain facility, a good

practice is for the facility to maintain a list of the drivers with their pictures. Therefore, if it is not

feasible to let the company know which driver is coming, the company will still be able to
that the driver is approved to pick up cargo from the facility.

(CTPAT 10.7)
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iEEE: No LCL shipment was found in the factory.
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iEFEE: No air shipment was conducted by the factory.
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i¥%#: No shipment was made in open top, open sided, ventilated (livestock),soft sided containers.

- EER 1T 2/, EESEIRAGS IS0 17712:2013 NS e & ki EFRE
p?
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[[IEEHERES: All shipments must be secured immediately after Ioading/ stuffing/ packing with a

high-security seal that meets or exceeds the most current International Organization for
Standardization (ISO) 17712 standard for high-security seals. This must be documented in the
factory's SOP.

(CTPAT 6.2)
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N/A 239-Seal on con... jpg

i¥FE: The international shipments sealed with an ISO 17712:2013 compliant high-security seal immediately after a

container or trailer is loaded.
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(RBE ) I EaaCRERNITRIENEFRRRRSHFERNZS?  (SEAEERTR)

RESFRABE=TT (NEEEEURIEA) e, & RNER.
[BRE}EES: Review the policy and if possible observe the sealing of an Instruments of

International Traffic (IIT) on site. Pay careful attention to the policy to insure that all
requirements are covered. Review the facility's seal process. It must include at a minimum that
only designated employees can access seal storage and apply seals to IITs.

(CTPAT 6.1)

BERBICRAR (B LiERBREFERSHIERE)
HEZEGFNR
I T BN BFRAIE RS ER T
ICRAEENBRAT B

N/A

i¥EE: The seals were provided by carrier.

T SEBICRERNINE, LMEERETERMEGEEENRT, M BREN 5 aE
WS EFREERIABRBETG ?
[BIREFERS: If a credible (or detected) threat to the security of a shipment or conveyance is

discovered, is there a documented process where the facility alerts (as soon as feasibly possible)
any business partners in the supply chain that may be affected and any law enforcement
agencies, as appropriate?

(CTPAT MSC 5.29)

®

0y HO

TR

g EEEEEE Ytz ], EEFEICEEERNER, LIEE 1T R@Bizm LTEEEEE
XOls: (EIRECHBFEEFD VIT) ?

XEZT] RBEEERSFEARZ/NEERN, & NER.
[AIREFERS: Properly trained individuals should conduct the inspections.

V — View seal and Instruments of International Traffic (IIT) locking mechanisms; ensure they

are OK;
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V — Verify seal number against shipment documents for accuracy;

T — Tug on seal to make sure it is affixed properly;

T — Twist and turn the bolt seal to make sure its components do not unscrew, separate from
one another, or any part of the seal becomes loose.

(CTPAT MSC 5.24)

0§ HO

N/A

74 IR 1z REHIE TR WRESRINCRERIIESF, SEETARREEMRE (WPM) iX

BT EERAESIEEIS R P A ERHAAM B RRE MY, 1&E NER,

[BRE}ERES: Visible pest prevention measures must be adhered to throughout the supply chain.
Measures regarding WPM must meet the International Plant Protection Convention’s (IPPC)
International Standards for Phytosanitary Measures No. 15 (ISPM 15). Wood packaging material
(WPM) refers to wood products (excluding paper products) like pallets, crates, boxes, reels, and
dunnage used in supporting or transporting goods. These items, often made from raw wood,
can harbor pests if not properly processed or treated. The International Plant Protection
Convention (IPPC), overseen by the UN's Food and Agriculture Organization, aims to prevent the
spread of pests globally. ISPM 15, a standard under IPPC, mandates that WPM must be
debarked, heat-treated, or fumigated with methyl bromide and marked with the IPPC "wheat
stamp" to indicate compliance. Exemptions include materials like paper, metal, plastic, and
engineered wood products.

(CTPAT MSC 8.1)

i

1y

® N/A

i¥%§: The factory did not use wood products or packing material.
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BT REHETIERERNTE, FTFEERATER [T SMEBPIREHI R E SRR HthZ
YI? BRI — EAREB I,

Rz RiEdEEHHRREAFEEZ/NEER, S NER".
[BIRE}ERS: To prevent invasive pests and debris, a best practice is to run water over the outside

of the IIT prior to loading and before departure from the facility. An inspection for dirt and
evidence of pests should also be conducted. Both processes should be documented. Retain for
one year documentation demonstrating compliance with any records related to type of
contaminants found, where they were found and how the contaminants were eliminated. NA is
used to address if shipments are being added to a Less than Truckload shipment from this
facility via small package consolidator or carrier.

(CTPAT 8.1, 5.7)

@ - 5B _ERfE Pz ER S RIRR A

FICRIEERYFAEA/ SREBER A e E
N/A 255-Pest inspect...jpg

iR
s T EAREEZENSMR LT SNEBFORERNRE N ELfthZn?
Rz RiBIESEHSFIEARKZ/NEERN, EEFEAR "

[BIRE}ERS: To prevent invasive pests and debris, a best practice is to run water over the outside
of the IIT prior to loading and before departure from the facility. An inspection for dirt and
evidence of pests should also be conducted. NA is used to address if shipments are being added

to a Less than Truckload shipment from this facility via small package consolidator or carrier.

® 2 - SR EHTIRE

1y

BES TIT B
N/A
iEFE: The facility remove pest contamination and other debris from IIT exterior and interior before loading by the

designated person and kept relevant inspection records.

s T REEICRERNER, BTRENFEREARIHE (WFEESHR) . KRR
RNzt hE L) iEkRan?
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[BIREFERg: The facility should have a documented procedure that indicates how pests are
controlled. This could include the use of bait stations, having a regular extermination service
complete preventative care and established routine practices for employees to follow that
indicates all IIT and storage areas are free from trash, bugs, food, etc. Cargo staging areas, and
the immediate surrounding areas, must be inspected on a regular basis to ensure these areas
remain free of visible pest contamination.

(CTPAT MSC 7.2)

® £ -FHOLiE (EEETEHTI8)

fiD

Iy

EEE: The facility had established the documented procedure to inspect and review evidence of pest access.

MFERETS, ARGEMETETAGEENER, UFFREFIHEE T %
SINREMETLEN?  (HEFEERR)

Xz iREEARREEME A TEREYR, S RNER.
[BREHEES: In order to prevent unwanted pests in the supply chain, a documented procedure

must be established to heat treat or fumigate wood packaging material at the IIT stuffing
location. The procedure must indicate what methods are conducted, how often and the party
responsible. As long as factory uses wood packing materials, used for international shipments,
those must be heat treated or fumigated in order to be in compliance.

(CTPAT MSC 8.1)

T ERRIIT AL E A IR
EFTEPERRIATEAMESRIFENCRESR, FHRHLSWEA
T TR BT R FERIXI A B A AT IR 32

N/A

iEFE: The factory did not use wood products or packing material.

(W@ ) MNTFEFRRYNS, BEIEPERNARITEERRTAERNER, UFRTREHERE
ERET SINRERFREMN? FTRESENEL W, LIRGIEEMF. SIRMNEMSIW? (%
EFEIERm)

NIz iREBARITERTEREYR, & RER".
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[BIREFERS: The wood pallets used in shipping must be heat treated or fumigated at the loading
facility. A documented procedure must indicate who is responsible for conducting the heat
treatment and also how pallets are stored inside the facility to limit exposure to any
contaminants.

If pallets are stored outdoors or are not heat-treated, request an explanation from the facility
team regarding why this practice is being followed or allowed.

(CTPAT MSC 8.1)

FEREFI A IEE %
FEE ENEFEEACIRENE, SIS N EEMAEICEIGIGIET
FERFETEERIA
ICRERATRIET A
pallets are observed stored outside and on the ground
FERAREFAIEE TR

N/A

iEEE: No wood pallets are used in the factory.

HERe N/A
80 I REEFMCREENSTEeMHSERER, HPNETHEEL et fZPasg

FHEHAER?  (EEFAEERAI)

NEZT] REARE=mEAERAER, BISEEmsRizARz/NEEN, EENER".
[BREHgRES: Written procedures must be maintained locally for accessibility, reviewed annually,
and updated as needed. Access Control: Limit seal management to authorized personnel and
store seals securely. Inventory & Tracking: Maintain a seal log to record receipt, issuance, and
affixation by trained personnel. In-Transit Controls: Verify seal integrity and match seal numbers
with shipping documents. Seal Breakage: Document and report seal changes immediately,
ensuring proper notification and log updates. Discrepancies & Investigations: Retain tampered
seals, investigate discrepancies, take corrective action, and report compromised seals to CBP
and foreign authorities if necessary.

(CTPAT MSC 6.1)

RIS ESSRAYIE]
EfF. o&RMRER (HRAE
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IR PRIESE

IEHENR P ES SRR

HEER

BEHEEIRER

SAEAE A

AL PRYRIR (BIRHESET)
N/A

i¥FF: The seals were provided by carrier.

feR ZEHEEAFHEREMNE?

REzZT] RERARFE=AREFRENT S, BUESEmERE ARz NGER, EBEfNER.
[a8AERg: Seals must be stored and maintained in a secured location such as a locked

cabinet/drawer that cannot be easily removed from an area (a lock box is not appropriate since
it can be picked up).
(CTPAT MSC 6.1)

2 (B LEHFRERAERRR)

as
[}

® N/A

iEEE: The seals were provided by carrier.

]

F

BEICRERAMRIR S MM ERMAAEER, LS ERNSERESRTS
(BiEId) Eﬁfﬁﬂ’g ISO 17712 #rAE?

iz REABESE=SRMHmRMANTR, BEERRESREARz/\EERN, EERNER".
[AIREFERS: Acceptable evidence of compliance is a copy of a laboratory testing certificate that

demonstrates compliance with the ISO high-security seal standard. Test reports should be
maintained to show compliance with ISO 17712 criteria. Factories must request new test
documentation to show compliance for every batch of seals they receive. This process must be
documented in the facility's procedure.

(CTPAT MSC 6.5)

2 (B LEHFRUREREA)

/

[}
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® N/A

i¥FE: The seals were provided by carrier.

WAIR REHIETICRERIER, EXEERARMNHRES. HFAE. HERENRIBIZHE
TEHTEMRET, DISIERRERE T HFEHER. FIELROMICRAER. (EFEERR)

iz REABES=SRMHBRMANTR, BEERREREARz/EERN, &ERNER.
[AIREFERS: A procedure must be documented that requires a defined frequency for management
personnel to conduct audits of seal inventory, the seal log and shipping documentation. The
procedure must also list how management is to document these audits to show compliance to
the auditor. If selecting NA, the seals are provided by the consolidator or small package carriers.

(CTPAT MSC 6.6)

ICREREFTA

PATHICREHLT

FACRIEZAIBUERESER
N/A

i¥EE: The seals were provided by carrier.
HR T ROERIERRE.  (SRFEIER5R)

NEZT] REARE=mEAER AR, BISEEEmsRzARz/NEErN, S NER".
[BIREFERg: CTPAT's seal verification process must be followed to ensure all high-security seals
(bolt/cable) have been affixed properly to the IIT and are operating as designed. The procedure
is known as the VVTT process:

V — View seal and IIT locking mechanisms; ensure they are OK;

V — Verify seal number against shipment documents for accuracy;

T — Tug on seal to make sure it is affixed properly;

T — Twist and turn the bolt seal to make sure its components do not unscrew, separate from
one another, or any part of the seal becomes loose.

The VVTT process for cable seals needs to ensure the cables are taut. Once it has been properly
applied, tug and pull the cable in order to determine if there is any cable slippage within the
locking body. This process must be documented in internal procedures.

(CTPAT MSC 6.7 / 7.5 / 7.29 / 7.30)
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HEIEFAERPES WITT 2
—RMAFIIRIE EEERETE L IR TIeE
HEmSERERELLIRBFHSNICR
HEARENRE LICRWREF
KHRRS SN LIRS TURIREIRE A
EBEFFEFEOZR, EENEHRRS, 51
MIEEICRESR
REETSRIEAEIRE

N/A

i¥%§: The seals were provided by carrier.

=L 100%

RSB SR AT SR B R el R A T B B e ?

[BREHEES: Cargo handling and storage areas must be enclosed by perimeter fencing. Facilities
managing cargo must also use interior fencing to secure cargo and handling zones. Where
fencing is not feasible, effective barriers such as solid walls, steep terrain, or dense vegetation
must be used. If the area cannot be fully enclosed, it must be actively monitored. Acceptable
monitoring methods include continuous observation, CCTV coverage of entry/exit and loading
zones, electronic card/badge access systems, or access rosters with employee names, photos,

and authorized times or roles.

®© £ (FrEzXEman FE/REERTCHERENRR) N
304-Loading ar... jpg
iR

J[EX= EAHETIERERER, BFIRGI) AXY IIT F1/sr=RmEFERNXERERNAE, LA
B AR?
[BREHERES: Facilities must implement a documented policy to prevent and respond to

unauthorized access to IIT and storage areas. This includes defining unauthorized access,
conducting inspections, managing security breaches, and establishing reporting protocols.

Reportable incidents include tampering, hidden compartments, unauthorized seals, smuggling,

Connect 10077442
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illegal access to transport vehicles, and incidents of coercion or misuse of business identifiers.

(CTPAT MSC 5.29, 7.23, 7.24)
® £ (B LGRS R ESIRER)

==
= l

306-Unauthoriz... jpg

TR

ERHIETICREROES, BTSSRI WXREERE WOERE. 8L
Fleati. REFRE) ?

[BIREHERES: Facilities must have a documented policy to limit access to critical operational areas
to only authorized personnel. The policy must define critical operational areas (warehouse
picking, final packing/packaging, and shipping/receiving at a minimum). Describe how access is

limited.

® 2 (BLEREF PR EBRIRH)

fD D

- (BRI AYRIE 308-Sensitive ar...jpg

TR

e EOHIE TICRERER, EXER/EMRCRIEPFERINEEERIUEH. SEME
a2
[BREHEES: Facilities must have a documented process for ensuring shipping documents are

legible, complete, and accurate.

(CTPAT MSC 7.6)

® B (B LEER by R SRR

o O

- (BRI RYTRIRE 311-Shipping do...jpg

s

TR

ETHETICREREF, BTE UT BRSBTS IS, BEMRREER
2. EEEHaREn?
[BIREFERS: All shortages, overages, and other significant discrepancies or anomalies must be

investigated and resolved, as appropriate. Facilities that load Instruments of International Traffic

(IIT) must have a documented process in place for counting cartons during the loading process

& onneat 10077457
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and identifying and resolving shortages, overages, and/or documentation issues.

(CTPAT MSC 7.27)

@ 2 (B LIRS R RS E )

=
2 - (B&IECHERYRIR 314-Cargo short...jpg
pE 3 H
fBa EAHIE FICRERNER, MBIRIRC. BR. REFERERE_ DERBRRERREYD?

R T N RERRGYIWSS, NIEEARNER".
[BIREFERg: Facilities that load Instruments of International Traffic (IIT) must have a documented

process that dictates that cargo must be marked, counted weighed, and properly reported on

commercial invoice and bill of lading.

® £ (BLIEREF RN ETHIER)

=~

[

£ - (BRI 317-shipping do...jpg
N/A

TR

EEHIE T IR R A R IR R R F?
[IEEFERS: A documented procedure must be established to outline: the roles or positions

responsible for creating and processing shipping documents; the individuals or positions
designated to review documents for completeness and accuracy; and the controlled access
measures ensuring that only authorized personnel involved in document creation, processing,

and usage can access shipping records.

® 2 (i5 HEREF PRI RE IR E)

TG

s o

D ————
£ - (B hESRYRIR 321-Shipping do...jpg
R

% R ERARFTF DRV RS 4/ FREREFE W S H ZERE?
[BREHERES: Best practice dictates if paper documents are used, facility must describe steps taken

to secure them in a documented procedure.
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(CTPAT MSC 7.7)

® FRSCHTEDRISRY/ RIS SRR
FRSTFIEPRIS A/ FRASKZENRIP
FRSTFIEPRISIAY/ F=ASA T 5
TR

(&8 ) 1EESHOREN, XEREITEHNERESEZRF?

{RFER(ERHZ MBI TEDHIRTIERE NA,
[BIRRFEES: This is a best practice and is encouraged that the access to shared network printers

should be controlled via individually assigned passwords.

®

0 HOD

N/A
R

EEHETICRERWES, EXREWRIREERKI—HEE? BRBETE.
[AIREFERS: Document packets must be sent with shipment at time of departure once information

is verified as correct. This can be either hard copy or electronic but must be documented in a

procedure.

®

0§ HO

= - BRM=hEFaYiEE
i¥EFE: Commercial documents were released and checked by assigned employee in shipping section and sent with

the shipment at departure.

BHIETICRAERER, BTFESGERIEAERZE SN ISEBE R, BRIt
#Lii%ﬁl‘__]ﬂ%):'?

[BREHERES: Procedures to report security incidents or illegal shipping activity are extremely
important aspects of a security program. Procedures must include what to report, to whom, how
to report the incident, and what to do after the report is completed. Security issues include but
are not limited to attempted or completed: theft, fraud, internal conspiracies, stowaways,

tampering of cartons/IIT, discovering hidden compartments in IIT during inspection,
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96

97

98

unauthorized entry into IIT/facility property, extortion, bribes, threats, etc.

(CTPAT MSC 5.29, 7.23)
® £ (B LEREF I RETIRR)

@G
[}

333-Emergency ...jpg

TR

EERATICHERMN IERHIREFNRE, UIHRAEKISNNR T A8 ?
[BIREFERg: Facility must have a comprehensive policy for controlling access to the buildings and

property. Access controls prevent unauthorized access into facilities/areas, help maintain control
of employees and visitors, and protect company assets. Access controls include the positive

identification of all employees, visitors, service providers, and vendors at all points of entry.

® 2 (B LERSRE SRS MIEL) B

Gl .

2 - (BRILHERIRR 335-Access cont... jpg
TR

EEHETICRERNESF, BTRRL0E NAHE. PIFRAMER) SMbss
1ROk EE?
[BREHERES: Procedures to report attempted theft, fraud or internal conspiracies are extremely

important aspects of a security program. Procedures must include notification to Business
Partners, how to report the incident, and what to do after the report is completed. Business

Partners include any suppliers, service providers, subcontractors, etc.

® R (B LERFE R RE SR E)

as
[}

338-Abnormal e...jpg
i

Rt EAHETICRERNER, BTFEKRAEEN JERIERIZIEEH Y SR TRESE
=52
[BREERES: Departing cargo should be verified against purchase or delivery orders. As a best

practice, this expectation should be documented in a procedure and include how this completed.

® 2
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[BIREFERS: Facilities must implement a documented policy to regulate the issuance, modification,

and revocation of access devices, ensuring secure and controlled access to restricted areas. This
policy should define various access devices, including photo ID badges, keys, access cards, and
alarm codes, and establish guidelines for their distribution. Temporary identification should be
provided for seasonal or temporary employees, while permanent staff receive access based on
their specific job responsibilities. When employees transition to new roles, their access
credentials must be updated accordingly, and upon termination, all access devices must be
promptly collected and deactivated. To maintain accurate records, a checklist should be utilized
to track the issuance and removal of access devices, reinforcing security and accountability

within the facility.
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[BIREFERS: Procedures must be in place that list job descriptions outlining roles and

responsibilities for all security staff and any staff performing dual roles that include security

functions. Job descriptions must be available to the auditor upon request.
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[BIREFERS: A documented procedure must be in place to require all security staff and security
contractors to patrol and document the facility at all times of day. The patrols should be
documented either via CCTV, electronic recordings or through paper check lists. Auditor to
review the documented procedure and the recordings to confirm patrols are conducted and

documented.
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[BIREFERS: Documented reviews on security work instructions and policies should be conducted
by management. Any discrepancies found should be documented and corrective actions should

be taken.

(CTPAT MSC 10.10)
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[BREHEES: The shipper or its agent must ensure that bill of ladings (BOLs) and/or manifests
accurately reflect the information provided to the carrier, and carriers must exercise due
diligence to ensure these documents are accurate. BOLs and manifests must be filed with
Customs in a timely manner. BOL information filed with Customs must show the first foreign

location/facility where the carrier takes possession of the cargo destined for the United States.
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The weight and piece count must be accurate.

(CTPAT MSC 7.8)
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[AIREFERS: Members must initiate their own internal investigations of any security-related

incidents (terrorism, narcotics, stowaways, absconders, etc.) immediately after becoming aware
of the incident. The company investigation must not impede/interfere with any investigation
conducted by a government law enforcement agency. The internal company investigation must
be documented, completed as soon as feasibly possible, and made available to Customs and
any other law enforcement agency, as appropriate, upon request.

(CTPAT MSC 7.37)
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[BIREFERg: Facilities must establish designated parking areas for employees and visitors,

ensuring they remain separate from shipping and receiving zones. Clear signage must be posted
to identify parking locations, and a physical barrier must be in place to distinguish these areas
from shipping and receiving operations. Access to shipping and receiving zones should be
strictly controlled in accordance with the facility’s access control policy. To maintain security and
operational efficiency, personal vehicles are not permitted in shipping or receiving areas.

(CTPAT MSC 9.5)
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[BIREFERg: This is a best practice and is encouraged that the cargo must be separated based on
domestic, international, high value and/or hazardous goods. If fencing is used, it must be
inspected regularly.

(CTPAT MSC 9.2)
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[BIREFERS: Best practice dictates the perimeter fencing/barrier should be inspected regularly.

This process must be documented. If damage is discovered it must be repaired as soon as
possible.

(CTPAT MSC 9.2)
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[AIREFERS: Facilities must have a barrier controlling vehicle and personnel access. Barriers must

be monitored in some way at all times. When open, uniformed guards must be present. Physical
Security — Cargo handling and storage facilities, Instruments of International Traffic storage
areas, and facilities where import/export documentation is prepared in domestic and foreign
locations must have physical barriers and deterrents that guard against unauthorized access. All
cargo handling and storage facilities, including trailer yards and offices must have physical
barriers and/or deterrents that prevent unauthorized access. Other acceptable barriers may be

used instead of fencing, such as a dividing wall or natural features that are impenetrable or,
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otherwise, impede access such as a steep cliff or dense thickets.
(CTPAT MSC 9.1, 9.4)
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activities of people and vehicles. They will close the door once individuals and vehicles have entered or exited.
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[BREERES: Gates must be locked when not in use. CCTV should also monitor gates at all times.
(CTPAT MSC 9.4)

® 2 - KIMERERIGCT L8/, FRAmERRE (B DERX

B

B - RIJERGERANGT E8/8FIRES (B LIERXERIERR)

o 375-Facility gate.jpg
N/A

TR

T AR, SO, SEEREERE. EASESAE X EEE R BHARERIS BEEA
1= RIS EN?
[IEEFER: Facilities must have sufficient interior and exterior lighting. Lighting must cover at a

minimum: at all entrances, exits, cargo handling, storage, along fence lines, loading/unloading
areas, and in all parking areas. This must be shown on recorded video to the auditor that
lighting is installed and operational during nighttime periods.

(CTPAT MSC 9.6)
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[BIREFERg: Facility should be able to show auditor security controls available including but not
limited to CCTV, security alarms, intrusion detection systems, etc. If selecting "other" detail type
of system/controls in notes. Examples: License plate readers, metal detectors.

(CTPAT MSC 9.7)
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[BIREFERS: Facilities must maintain a documented policy outlining the use, maintenance, and
protection of security technology, such as burglary alarm systems and intrusion detection
systems. This policy should define a regular schedule for testing and inspections to ensure all
equipment is properly installed and functioning. Only authorized personnel should manage and
oversee the security systems. Inspection results must be documented, including any identified
issues and the corrective actions taken to maintain system integrity.

(CTPAT MSC 9.8)
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[BIREFERS: Any security technology used at the facility must be installed by a licensed, certified,
or otherwise authentic source as a best practice.
(CTPAT MSC 9.9)
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[BREHEES: As a best practice, facilities are encouraged to implement regular security technology
maintenance. Additionally, facilities should provide a maintenance contract as proof of

compliance with this standard.
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[BREgRES: Observe the locations of alarm, CCTV infrastructure and control locations to

determine if access is limited. Also question management on whom is permitted access.

(CTPAT MSC 9.10)

®

0 HO

RERZERK
TR

5t Z8Bh, =TI E5Ea8REHRE, LIRRBEFLE2RZFNAEINE T?
[BREHERES: Discuss with management the capability at the facility to produce adequate electrical

power during a local power outage to support security systems, lighting, and computer systems.
This is a best practice and is encouraged. (Please note battery backup or onsite generators
qualify.)

(CTPAT MSC 9.11)
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[BIREFERT: Upload a picture of the CCTV control room and monitors. Determine the facility's use
of a closed circuit television system. If used, review recordings from the previous day and night
to determine if all cameras are working properly with camera coverage of perimeter, entrances,
exits, cargo storage, shipping, packing and other loading/unloading areas.

(CTPAT MSC 9.4, 9.12, 9.13)
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iEFE: CCTV were also additionally installed in office area, other production workshops and etc.
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[IEEFERE: Auditor should question management to determine how CCTV recording is validated

as functioning properly. This is a best practice and is encouraged that the CCTV system must
have a failure alarm or other indication that alerts facility of operational issues.
(CTPAT MSC 9.14)
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[BREHERES: Auditor should question management and ask to see CCTV footage from at least one

week prior. View 4 time segments 6 hours apart to ensure 24 hour coverage.

(CTPAT MSC 9.13)
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[BREHEES: Auditor should ask what the resolution of the CCTV system is and when the last time
system was serviced or upgraded. Also review some footage to see if things like license plate

numbers and faces are recognizable when zoomed in on.

(CTPAT MSC 9.13)
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[BIREFERS: Auditor should request to see management review documentation of CCTV. Also

question management on frequency of reviews and what was an example of the last unusual
occurrence that required some type of corrective action. Recorded video must be reviewed
frequently by management to ensure documented policies are being followed. Facility must be
able to provide evidence showing they are conducing CCTV reviews. Evidence must include the
following information: Date, who reviewed it, what was reviewed, whether process was being
followed, corrective action plan if needed must be logged. Frequency of review determined on
facility's risk assessment and prior review findings. The policy must state the review frequency.

(CTPAT MSC 9.15)
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[BIREFERS: Auditor should review CCTV footage from one, two, and three months ago to
determine available recall achievability. A minimum of 90 days or more is preferred.

(CTPAT MSC 9.16)
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review,

RIET BPEaeEiRRemiREIHE?
[BIREFERS: Observe if employees display their ID badge anytime while at the facility. The badge

must be visibly displayed and cannot be in a pocket or wallet.
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[BIREFERg: Facilities must maintain a documented policy for managing visitor access to ensure

security and accountability. An authorized employee or security personnel must verify the
identity of each visitor upon arrival and record their details in a visitor log. The log should
include the visitor’s name, date and time of arrival, purpose of the visit, and departure time.
Additionally, facilities should determine whether visitors are required to present a photo ID for
identity verification. A digital record or photograph of the visitor log book should be maintained
as part of the facility’s security procedures.

(CTPAT MSC 10.2)
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[BIREFERI: Upon arrival and exit of facility all visitor bags should be checked by guards,

management, or other authorized personnel.
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[BIREHEES: Visitors must be given and wear a facility-issued visitor, numbered

badge/identification while at the facility. This process must be included in the documented
physical security policy.
(CTPAT MSC 10.2)
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[BIREFERg: All visitors must be escorted by management or other authorized employee while at

the facility. This process must be included in the documented physical security policy.

(CTPAT MSC 10.2)
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[BIREHERE: This is a best practice. Verify that the facility has an established and documented

procedure for inspecting all incoming packages and mail to enhance security and prevent the
introduction of prohibited, hazardous, or suspicious materials. The documented procedure must

include, at a minimum:
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-A designated secure area for receiving and inspecting all incoming mail and packages.

-Visual inspection protocols to identify signs of tampering, leakage, or suspicious labeling.

-Clear criteria for recognizing suspicious packages and instructions for escalating concerns to
security or management.

-A logging system to record sender, recipient, date/time received, and inspection results for each
package.

-Evidence of training provided to employees who handle incoming mail, covering safe handling
practices and how to identify and respond to suspicious packages.

(CTPAT MSC 10.8)
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[BIREFERg: Cargo must be separated based on domestic, international, high value and/or

hazardous. This is a best practice and is encouraged.

(CTPAT MSC 9.2)
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[BIREFERg: Facilities are required to maintain a documented policy for verifying information

provided in employment applications. This process must include validation of addresses,
previous employment history, education, personal and professional references, and
certifications. Reference checks, a common practice during the hiring process, involve gathering

insights about a candidate from individuals who have had professional or personal interactions
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with them in the past. Documented procedures must be established to screen prospective
employees and periodically review current employees. Verification of application details, such as
employment history and references, must be conducted prior to employment, as far as feasible
and permissible by law.
(CTPAT MSC 11.1)
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[BIREFERS: Facilities must have a documented policy for validating employment application
information. All job applicants must submit a written application and provide proof of their
identity. Partial processes are not acceptable - if both are not present and implemented, select

the option for not required or collected.

(CTPAT MSC 11.1)
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[BIREFERT: Review the documented procedure for conducting background checks on new hires
and current employees, and discuss with HR the methods they use to perform these checks.
HR's actions should align closely with the documented procedure's requirements. If background
checks are not applicable, the auditor must request the facility to provide evidence, such as
local legal provisions or documentation from local law enforcement, confirming that conducting
background checks is prohibited under local law.

(CTPAT MSC 11.2)
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[BIREFERS: A Code of Conduct serves to protect the business while clearly outlining expectations
for employees. Its primary goal is to establish and uphold a standard of behavior that aligns
with the company's values. By doing so, it helps build a professional image and foster a strong
ethical culture.

(CTPAT MSC 11.5)
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[BIREFERS: Verify whether the facility has a Threat Awareness program in place. If such a

e

program exists, review training records to confirm that new employees receive initial training
and that all employees participate in refresher training annually. Training topics may cover
safeguarding access controls, identifying internal conspiracies, and reporting procedures for
suspicious activities and security incidents. Whenever possible, specialized training should
incorporate hands-on demonstrations, allowing trainees the opportunity to practice and

demonstrate the procedures. For CTPAT compliance, sensitive positions include employees
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handling import/export cargo or related documentation, as well as those responsible for
managing access to secure areas or equipment. These roles may include shipping and receiving
personnel, mailroom staff, drivers, dispatchers, security guards, and employees involved in load
assignments, conveyance tracking, and seal controls.

(CTPAT MSC 12.1)
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[BIREFERS: Auditor should question management to determine if there is an evaluation of
effectiveness of understanding. If a minimum score is not achieved, retraining is required. This
process should be documented in the training policy.

(CTPAT MSC 12.4)
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[AIREFERS: Employees in sensitive positions must receive specialized training tailored to their job
responsibilities. This training should cover key areas such as IIT inspections, including
identifying agricultural security risks, recognizing hidden compartments, and detecting signs of
pest contamination. Additional topics include proper cargo handling procedures, verifying the
legitimacy of shipping documents, and understanding the specific duties of security personnel.
Training must also address procedural security measures related to trade-based money
laundering and terrorism financing, as well as cybersecurity protocols and the management of

security technology systems. To ensure compliance and accountability, a training log must be
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maintained, documenting the date of training, names of attendees, and the topics covered.
(CTPAT MSC 12.2, 12.7)
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[BRE}EES: Employees involved in final packing, shipping, and receiving must receive specialized
training tailored to their job roles. This training should include access control requirements for
sensitive areas, identification of facility-designated sensitive areas requiring restricted access,
and an explanation of why these security measures must be followed. Additionally, the training
should highlight the risks associated with failing to adhere to access control protocols. To ensure
compliance, a training log must be maintained, documenting the date of training, names of

attendees, and topics covered.
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[BREERES: If a facility has a Threat Awareness program, it must ensure that employees are
trained to recognize and report suspicious activities or security concerns. The training should
clearly outline the types of incidents that require reporting, identify the appropriate personnel or

department to notify, and provide detailed procedures for submitting a report. Additionally,

& onneat 10072647



employees should understand the necessary steps for addressing and resolving security
incidents when applicable.

(CTPAT MSC 12.10)
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[AIREFERS: If the facility has a Threat Awareness program, determine if training provides

additional security information pertaining to shipments to include Instruments of International

Traffic (IIT) load, inspections, security seals and issues.
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[BIREFERg: Employees must be trained to recognize and report security incidents, including

understanding what constitutes a reportable incident, who to notify, and the proper reporting
procedures. When applicable, employees should also be informed of the steps to take in
resolving an incident. Additionally, the training must cover specific topics such as identifying

signs of human smuggling, contraband, and potential terrorism threats.
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[BIREFERT: Determine if the facility has a program to provide an incentive or recognition to an

employee who reports suspicious activity or a suggestion to improve security. This should be

documented in a policy. This is a best practice and is encouraged.
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[BREHEES: Auditor should question management to determine if agriculture contamination
specific training is included. Review the training document/description of training and any sign-

in sheets to validate participation.

®

0§ #OD

TR

145 EEE—MERNER LRGN RERAE?
[BIREFERg: Cybersecurity is key to safeguarding a company’s assets — intellectual property,
customer information, financial and trade data, and employee records, among others. With
increased connectivity to the internet comes the risk of a breach of information systems. This
risk pertains to businesses of all types and sizes. Measures to secure information technology
(IT) and data are important, and employees should be trained on risks of cybersecurity.
(CTPAT MSC 12.8)
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[BIREFERg: Verify that the facility has an established and documented training program for all
personnel responsible for operating and maintaining security technology systems. This includes,
but is not limited to, CCTV, access control, alarm systems, and related infrastructure.

(CTPAT MSC 12.9)
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501-The front of...jpg

i¥%¥: One entrance gate was available for the buildings which was manned and controlled by security guards 24
hours/ 7 days and monitored by CCTV system. Security signage was posted on the front of the security guard
station requiring that all visitors must be verified against their identifications with photos and logged in. And all

employees were required to wear worker badges before entering the facility.
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503-Security gu... jpg
iEFE: One entrance gate was available for accessing to the facility. Total 5 security guards operated by 2 shifts with

24 hours/ 7 days.
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505-Facility buil...jpg
iEFE: The factory building materials (concrete, brick and steel barriers) and construction could provide resistance
to unlawful entry and outside intrusion. Moreover, the building structures were regularly inspected by assigned

employee once per two hours with records available, all windows could be locked in production buildings.
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507-Shipping an...jpg

i¥F%: Based on onsite observation and employees interview, visitors who access to the shipping area, security
equipment room etc. would be positively identified and all these areas were restricted and access was physically

controlled. Lighting equipped at the receiving and shipping area was adequate.
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509-Perimeter f... jpg
iEFE: The plant is protected by the perimeter with lights, monitors and infrared systems, and security guards

patrolled the plant every two hours and records were kept.
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511-Packing area.jpg

i¥F%: Final packaging area is located at packing workshop, with CCTV camera, enough lighting, authorized access

staff name list and access restriction warning signs are available onsite.
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513-Vehicle par... jpg

EEE: No container/trailer storage was available in the factory. All containers/trailers arrived at the factory per
appointed times and left the factory immediately after loading, so containers/trailers did not need to wait or to be
stored in the factory. Vehicle parking area was pre-defined and identified by the factory. And it was monitored by

the CCTV system and security guards.
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